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Security analysis in heterogeneous fault-tolerant control plane
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Abstract: With the large-scale application of software-defined networks, the security of software-defined networks
becomes more and more important. As an important defense idea, the fault-tolerant control plane based on hetero-
geneity has attracted more and more researchers' attention in recent years. However, the existing researches ignore
the problem of common vulnerability in heterogeneous variants, which greatly reduces the security benefits of the
fault-tolerant control architecture for software-defined networks. Addressing this problem, the common vulnerability
was taken in heterogeneous variants into considerations. First, the tolerance capability of the fault-tolerant control
plane was quantified. Then a control plane deployment method was constructed which was able to maximize the tol-
erance capability. The simulations show that the proposed method can effectively reduce the failure probability of
the control plane. When the attackers attack the control plane constructed based on the proposed method, they pay
more attack cost to compromise the control plane.

Key words: software-defined network, common vulnerability, heterogeneous variant, tolerance capability
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